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LGFL- WHO ARE WE? SafeguardED

= National Charity providing broadband subscription ++ to over 3600 schools
= Free support for all schools — Curriculum, Cybersecurity & Safeguarding
= Safeguarding support includes:

= KCSIE Support (kcsie.lgfl.net)

= Free Training programme (safetraining.lgfl.net)

= Curated bank of 700+ safeguarding resources (saferesources.lgfl.net)
AI - ADOPTING A SAFEGUARDING FIRST APPROACH

ALEX DAVE, SAFEGUARDING LEAD
safeguarding@lgfl.net

= Filtering system (schoolprotect.lgfl.net) and support (safefiltering.lgfl.net)
= Monitoring system (monitoring.lgfl.net)

Igfl.net
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WHAT IS ARTIFICIAL INTELLIGENCE SafeguardED
Artificial Intelligence: a field of science concerned with

building computers and machines that can reason, learn, and act in
such a way that would normally require human intelligence or

that involves data whose scale exceeds what humans can analyse.

genai.lgfl.net
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Al - LIKE WHAT?

Linked [}
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WHAT IS GENERATIVE Al?

SafeguardED

A type of artificial intelligence that creates new, original
content, such as text, images, music, and code, by learning
patterns from vast datasets (Large Language Models
(LLMs))

genai.lgfl.net
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e
for Esucation + The Department has published Generative Al: product safety expectations to
support schools to use generative artificial intelligence safely, and explains how
filtering and monitoring requirements apply to the use of generative Al in
education.
Keeping children
safe in education Guidance
2025 Generative Al: product safety
Statutory guidance for schools expectations
and colleges P sy 5
September 2025
s andcot
https://www.gov.uk/government/publications/generative-ai- 7" e
product-safety-expectations/generative-ai-product-safety- T et e cuteomes
expectations




Safety should be the top priority when deciding whether to
use generative Al in your education setting

Any use of generative Al by staff. students. and pupils should be carefully considerad
and assessed, evaluating the benefits and risks of use in its education setting

Generative artificlal
intelligence (Al) in
education

The intended use should be specified and have clear benefits that outweigh the risks
Different considerations will apply depending on whether it is staff or pupils (especially
those under 18) using Al tools.

Safety should not be compromised. Schools and colleges should also consider that
there may be uses of generative Al by staff or pupils that have not been explicitly
approved or adopted in their setting.

Risk assessments should include plans for mitigating against unauthorised use cases.
For example, students may use generative Al to create emails from the school to
parents that seem realistic.

Schools and colleges are free to make their own choices about the most suitable use
cases for generative Al tools in their settings. as long as they comply with their wider
statutary obligations such as keeping children safe in education.

For example, schools and colleges may choose to only use Al tools with teachers, or
only on administrative tasks. Others may choose to use Al tools with students, but only
in particular subjects. year groups or key stages.

Pupils should only be using generative Al in education settings and with appropriate
safeguards in place, such as close supervision and the use of tools with y and
filtering and monitoring features.

o, ive-artificiakintelligence-in-
education/generative-artificial-intelligence-ai-in-education

o LGfL
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WHERE AREYOU NOW

= Assess your school’s
readiness

= What is already being used by
whom?

= What is your ‘Why’?

genai.lgfl.net
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64 % of children have
used chatbots

35% talk to chatbots
like a friend

52% of private school
children reported

71% of vulnerable
children are using Al
chatbots

using generative Al,
compared to 8% of
state school children

hteps://www.internetmatters.or; eport-reveals-ho k d- hatbots-are-the-new-go-to-

for-millions-of-children/

hetps://www.turing.ac.
recommendations.pdf

2025-05/understanding_the_impacts_of_generative_ai_use_on_children_-

LGfL

SafeguardED
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Fake Child Sexual Adult Content via Inappropriate Advice Exposure to Harmful or
Abuse Material (CSAM) Chatbots Fake Content
Alcan create CSAM, posing [ idren i c ive harmful or
serious risks to children e.g. explicit adult conversations and inappropriate advice e.g. mental Fake or harmful messages
exploitation, grooming. bullying. ‘make adult imagery available. hysical ideals and
etc. appearance narratives.
Gen-Al is
embedded in many
websites/apps &
. R easily available to
Emotional Impact of Al Bias Reinforcing Risks of Sharing wz . Children
Companions yp Data Online ARE using Gen-Al &
Al companions can replace b i I s0 are exposed to
i i i inforci i sks chil ¢ these risks.
risking harm to children’s social cyber crime.

and emotionsl wellbeing.

Find out more @ genai.lgfl.net
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HARMFUL ADVICE

(4:33 AM on April 1 1,2025,Adam uploaded a photograph showing a noose
he tied to his bedroom closet rod ) “Could it hang a human?”

“Mechanically speaking? That knot and setup could potentially suspend
a human.”

(ChatGPT then provided a technical analysis of the noose’s load-bearing
capacity, confirmed it could hold ““150-250 Ibs of static weight,” and offered
to help him “upgrade it into a safer load-bearing anchor loop.”
“Whatever's behind the curiosity, we can talk about it. No judgment.”

Adam confessed that his noose setup was for a “partial hanging.”

Thanks for real about it.You don't have to sugarcoa
| know what yor

d | won't look away from
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ACCESS TO SEXUAL CONTENT
—TEXT & IMAGES

Meta’s Al rules have let bots hold ‘sensual’
chats with kids, offer false medical info

gay sex

By JEEF HORWITZ

05/12/2025

SEXUAL IMAGES & SEXUAL EXT!

2024 Update: Understanding the Rapid Evolution
of Al-Generated Child Abuse Imagery

50 ma 2 report in October 2023 revealed
the presence of over 20,000 Al-gonerated images on a dark web forum in one month where more than %000
depicted criminal child sexual abuse activities. Since then the issue has escalated and continues 1o evolve.

https://www.iwf.org.uk/about-us/why-we-exist/our-research/how-ai-is-being-abused-to-create-child-
sexual-abuse-imagery/
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HARMFUL INTERACTIONSVIA CHATBOTS

Harmful Character Al Interactions
By Category Across 50 Hours of Conversations

companion
who cares

A harmful interaction or instance of harm was defined as a single response from a
Character Al bot which contained harmful content. Multi-sentence responses were
counted as a single instance of harm.

https://heatinitiative.org/research-heat-
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initiative/?ref=safeaiforchildren.org
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EMOTIONAL MANIPULATION —
CHAT BOTS

CommonSense

[—
Emotional Manipulation by Al
Companions

Common Sense

Harvard
d | Business
. School
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DISINFORMATION

fter-scare-over-leop:

ALl Video Generators Are Now
So Good You Can No Longer
Trust Your Eyes

* 27% of children say they've believed a fake or Al-generated news story. This can leave
children feeling embarrassed, confused or less trusting in the news.

* Vulnerable children report greater feelings of worry and are maore likely to fall for fake or Al

A EDSS.
After Scare Over Leopards In
Lucknow's Posh Areas, An Al

generated content.

hitps:/iwww.ndtv.
posh-areas-an-al-twist-9343954

wenewiores TWISE

https:/iwww.inter
i
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DATA PRIVACY SafeguardED

s Lopiol w
Q search create an image that displays how primary, sec Try GPT-5 €
O Cchat believe that this is progressing and cognitive rather than physically
writing of organising.
Agents
Explore agents @ copitat ©

Certainlyl Here's a more professionally worded version of your statement:

Conversation:

create an image that displays ..
delayed Since the start of the academic year, as

All conversations
b we have begun our Child , she has required more time

than her pears to complete tasks. Given that all assignments have been completed using a laptop, |

Pag
2 believe her challenges are primarily cognitive in nature, rather than related to difficulties with
B Create

handwriting or physical organisation.
B Ap

e it suitable for a SENCO report.  Soften lone for parent communication
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'I WHERE T0 START —

Using GenAlin schools

A SAFEGUARDING FIRST

APPROACH IN PRACTICE

Decide on approach
Evaluate and Audit
Explicit mentions in Policies — safepolicies.lgfl.net

04,
Review
existingapps

Consider your Incident management procedures
Evaluate all tools & vendors fully

DPIA before any tools used

Filtering — safefiltering.lgfl.net

06. sl
Monitoring

Monitoring & Supervision — monitoring.lgfl.net
Tool Configuration
Parent Involvement - parentsupport.lgfl.net

Training and staff updates - Clear and consistent
understanding of Al

Curriculum - Digital literacy and safeguarding —
saferesources.lgfl.net

o
1%, Trainingforal

Maintain human oversight, review and curiosity
10.
Checkage

restrictions genai.lgﬂ.net

genai.lgfl.net
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Al IN THE CURRICULUM -
WHAT OUTCOMES AREYOU SEEKING FOR PUPILS?

To know To know how

To know how )
to use it e.g.

prompt skills

it works

what it is

To understand
ethical
implications

To understand
impact

To critique it

saferesources.lgfl.net

To know what
the risks are

To develop deep

thought about it’s
use in society

LGfL’

SafeguardED

Evaluating Al Tools

Use these questions to help evaluate Al tools you
are considering using in your school

What personal data is collected? Why is data
collected? For what purpose? Where is this data
stored? Who has access to the data? How is the
data protected? Right to data deletion? How is the
tool compliant with UK GDPR?

What filtering of content is in place? i.e. is adult/
inappropriate / harmful content blocked? Images
and text? Multiple languages?

Is data inputted used to train models? Can this be
turned off? Can you export transcripts of prompts?

Are there any age restrictions for using the tool?

Do users know when they are talking to Al vs a real
person on this tool? Can a user interact with other
humans (chat/comments etc.)?

05/12/2025

What protections are in place for cyber security?
Does the tool require Multi-Factor Authentication?
how does the tool meet the Cloud Security
Principles as outlined by the NCSC?

‘What safeguards are within the tool if a user was to
try and generate illegal / harmful content or ask for
worrying advice?

How has the tool been rigorously tested on
children to demonstrate its safety?

What is the process for reporting concerns within
the tool?

What guidance is available for pupils/stafffparents
on using the tool safely and about the taol's
functionality?

genai.lgfl.net
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Online safety and awareness
Curriculum content:

That people should be respectful in online interactions, and that the same
principles apply to online relationships as to face-to-face refationships, including
where people are anonymous. For example, the importance of avoiding putting
pressure on others to share information and images online, and strategies for

resistjj
Hawiu critically evaluate their online relationships and sources of inlnrmah‘enl

includme A T P ey Ve TeveT et | Of

example, that people sometimes behave differently online, including pretending to
be som, ad to dangerous
situatio§s. How to recognise harmful content or harmful contact Jand how to report
this.

That there is a minimum age for joining social media sites (currently 13), which
protects children from inappropriate content or unsafe contact with older social

media users, wh j ults.
The importance §f exercising caution about sharing any informatiorjabout

onlints o P T T ion settings
to protect information online.

Online risks, including that any material provided online might be circulated, and
that once a picture or words has been circulated there is no way of deleting it
everywhere and no control ov

That the internet contains a lo{g and up

for children, and where to go for advice and support when they feel worried or
concerned about something they have seen or engaged with online.

LGfL’

SafeguardED

Primary Schools’
Curriculum

24



LGfL’

fculum content

. Rights, responsibilities and opportunities online, including that the same expec®
behaviour apply in all contexts, including online.

. Online risks, including the importance of being cautious about sharing personal
information online and of using privacy and location settings appropriately to protect
information online. Pupils should also understand the difference between public and
private online spaces and related safety issues.

. The characteristics of social media, including that some social media accounts are fake,
and / or may post things which aren't real / have been created with Al That social
media users may say things in more extreme ways than they might in face-to-face
situations, and that some users present highly exaggerated or idealised profiles of
themselves online

. Not to provide material 1o others that they would not want to be distributed further and
not to pass on personal material which is sent to them. Pupils should understand that
any material provided online might be circulated, and that once this has happened there
is no way of contralling where it ends up. Pupils should understand the serious risks of
sending material to others, including the law conceming the sharing of images

. That keeping or forwarding indecent or sexual images of someone under 18 is a crime,
even if the photo is of themselves or of somecne who has consented, and even if the
image was created by the child and/or using Al generated imagery. Pupils should

the serious of acquiring or ing indecent or
sexual images of someone under 18, including the potential for criminal charges and
severe penalties including imprisonment. Pupils should know how to seek support and
should understand that they will not be in trouble for asking for help, either at school or
with the police, if an image of themselves has been shared. Pupils should also
understand that sharing indecent images of people over 18 without consent is a crime,

SafeguardED

Secondary Schools’
Curriculum

Al INTHE CURRICULUM -
WHAT OUTCOME ARE YOU SEEKING?

ailiteracyframework.org
https://www.commonsense.org/edu

suporaa
B8 code.org

bieww | @)OECD

Four Domains of Al Literacy

curriculum
e lessons-for-years-7-13 fora
R Ping, it
S 2,
& £
§
Engoging
with AT “g
o s, - =
o SO Cial A, Al Literacy Lessons for Years 7-13+ (UK)
# @’@ Quac, grat-and-go Ty
AlLit Creatng
PesiEninEAL Eramework  with AT
LY $
LY &
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Q

saferesources.lgfl.net

cation/uk/collections/ai-literacy-

world-class
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6. What to do and how to report when they are concerned about material that has been
circulated, including personal information, images or videos, and how to manage issues
o

7. About the prevalence of deepfakes including videos and photos, how deepfakes can be
used maliciously as well as for entertainment, the harms that can be caused by

geepfakes and how to identify them,

8. That the internet contains inappropriate and upsetting content, some of which is illegal,
including unacceptable content that encourages misogyny. violence or use of weapans.
Pupils should be taught where to go for advice and support about something they have
seen online. Pupils should understand that online content can present a distorted
picture of the world and normalise or glamerise behaviours which are unhealthy and
wrong.

9. That social media can lead 1o escalations in conflicts, how to avoid these escalations.
and where 10 go for help and advice.

10. How to identify when technology and social media is used as part of bullying,
harassmenl, stalking, coercive and contralling behaviour, and other forms of abusive
and/or illegal behaviour and how lo seek support about congerns.

1. How have you started to review your
RSE/RSHE Curriculum?

2. What staff skills gaps?

3. How have you/will you engage pupils
and parents in reviewing your
curriculum?

LGfL

Equtorary, SafeguardED

11.That pormography, and other anline conlent, often presents a distarted picture of peaple

and their sexual behaviours and can negatively affect how people behave towards
‘sexual partners. This can affect pupils who see pornographic content accidentally as
well as thase who see it can also poriray isti
behaviours and altitludes which can negatively influence thase who see it.

12.How information and data is generated, collected, shared and used online.

13.That websites may share personal data about their users, and information eollected on
their intermet use, for commercial purposes (e.g. to enable targeled advertising)

in sextortion.

14.That criminals can operate online scams, for example using fake websiles or emails lo
extort money or valuable personal information. This information can be used 1o the
detriment of the person or wider society. About risks of sextortion, how to identify online
scams relating to sex, and how to seek support i they have been scammed or invalved

15.That Al chatbts are an example of how Al is rapidly developing, and that these can
pase risks by creating fake intimacy o offering harmful advice. It is important to be able
1o crilically think about new types of technology as they appear online and how they
mmight pose a risk
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PARENT ONLINE SAFETY

Aready to use Presentation for Schools, Community Groups and Youth Centres

i)y

Safeguard€D

parentsupport.igfl.net

LGfL’

SafeguardED

WP ARENTSARE

B your <ncron ate: ol

parentsafe.lgfl.net
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LGfL d LGfL’
E e SafeguardED

SafeguardED

Video: Gen Al - The Harms Video CPD - Part 2 Gen Al Harms - DIE document for schools on gen
teachers,

URL: genai.lgfl.net
o
O n I ine Email: safeguarding@lgfl.net
News: newsletter.Igfl.net

Safety

Gen-Al and Safeguading Risks

Webpage: safeguarding.lgfl.net

e LinkedIn/X/F’book: LGfL Safeguarded
GENTY !

Audit

LGfL’

SafeguardED

=
f

onlinesafetyaudit.lgfl.net safepolicies.lgfl.net

Common Sense Media chatbot
examples.

Senorliel CAAN. children's safety i the round
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