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We have updated this AUP to highlight against the use of any personal email, WhatsApp or social media, and reinforce that all communication be conducted by official school channels and communication platforms to maintain professional standards and data security. Additions include appropriate and safe use of Gen AI for school purposes. use of personal recording devices such as smart glasses which are not permitted in school as well taking secret photos, videos or recordings of members of the school community 

This AUP is for rapid deployment before visitors/contractors gain access to the school. You will need to decide and make clear in your Online Safety Policy if there are any exceptions to when this must be used (e.g. for public events, or for a short or emergency contractor visit which is fully supervised or to areas where pupils have no access, during holidays, etc).
Where you have regular visitors, you may wish to ask them to sign the AUP for Staff / Volunteers (a template is at safepolicies.lgfl.net)
Feel free to edit / remove / add items based on the knowledge of your school
Items highlighted in yellow need editing/completing/removing before you share the document
Feel free to add your school name and logo, but please do not try to remove our branding/links
You may wish to combine this in the same document as any other general safeguarding agreements you ask visitors/contractors to sign
Some schools may choose to add a section at the end for the relevant member of staff to sign the same document to say that this user has now been authorised to use/access/a school system. You may wish to add this or to refer to the staff/volunteers AUP template we provide.
Please read this in conjunction with our Online Safety Policy template for schools and Acceptable Use Policies (AUPs) for other members of the school community, available at safepolicies.lgfl.net
We would love to hear how you use this AUP / if it’s useful, how we can improve it and what else we can do to support you – get in touch with @LGfLSafeguardED on Facebook or LinkedIn
We provide online safety educational resources (filtered by theme or key stage) at saferesources.lgfl.net
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INTRODUCTION & BACKGROUND
We ask all children and adults involved in the life of [ insert school name here ] to sign an Acceptable Use* Policy (AUP), which outlines how we expect them to behave when they are online, and/or using school networks, connections, internet connectivity and devices, cloud platforms and social media.[ * An AUP is as much about behaviours as ‘use’ of a particular device or technology, so you may wish to rename this document, but we have kept the recognised term ‘AUP’ as the name of this document. ]
Visitors and contractors are asked to sign this document before they are allowed access to the school or its pupils. Many of these rules are common sense – if you are in any doubt or have questions, please ask the DSL [ insert name ].
Further details of our approach to online safety can be found in the overall school Online Safety Policy. [ insert link here; there is a LGfL SafeguardED template made available to schools at safepolicies.lgfl.net ]
If you have any questions during your visit, you must ask the person accompanying you (if appropriate) and/or [ insert name/role and how/where to contact them ].
If questions arise after your visit, ask [ insert name/role and how/where to contact them ].

By signing this document, I agree to the following rules:
1. Interacting with Pupils
· I will not initiate contact, communicate with, or arrange meetings with pupils ,face to face or via any technology. 
· I will report any safeguarding concerns or inappropriate behaviour immediately to the Designated Safeguarding Lead (DSL) (if by a child) or Headteacher (if by an adult) [insert name/s here]
2. Phones, Cameras & Recording
· I will keep my personal mobile phone turned off and in my pocket when in the presence of children. 
· I will not take photographs, videos, or audio recordings of the school, staff, or pupils without explicit permission from the Headteacher. 
· I understand that Smart glasses and all other secret recording devices are strictly forbidden. 
3. Using Devices & Networks
· I understand that I can connect personal or work devices only to the designated Guest Wi-Fi. I will not use personal mobile hotspots. 
· If provided with school devices or network access, I will use them exclusively for the assigned task. I will not attempt to access pupil or staff data. 
· I must lock your device screen when unattended.
· I will not access or view any material that is illegal, extreme, or inappropriate for an educational setting (e.g., adult content). I am aware that all network activity is monitored. 
4. Data Privacy & AI
· I will not share my passwords or use another person's login details. 
· I will report any accidental data leaks, lost devices, or suspicious emails to the school immediately.
· I will not input any personal or sensitive school data into Generative AI platforms (including AI note-takers). 
· All new apps or platforms I use must be approved first. [insert name/s here] 
· I will keep all information learned about the school or its community confidential, and will not share or post negative comments about the school on social media.
· I will always check the accuracy, quality and safety of any Gen AI outputs, including from search engine results, before sharing with others, especially children.

Declaration I have read and agree to follow these rules. I understand that failure to do so may result in termination of my contract or visit. 
Name: _______________________________________
Company/Org: ________________________________
Signature: ____________________________________
Date: _______________________________________

To be completed by the school (only when exceptions apply):
Exceptions to the above policy:	_______________________________________
Name / role / date / time:		_______________________________________
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