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Staff Guidance Notes: KS3/4 Acceptable Use Policy (AUP)
Purpose and Context: An Acceptable Use Policy (AUP) is as much about behaviours as it is about the use of a particular device or technology. This student-facing document outlines expected behaviours for school networks, internet connectivity, devices, cloud platforms, and social media. 
What is Different for 2026?
· Additions have been made to reinforce that smart mobile and recording devices are not permitted in school. 
· New guidance has been added around the general use of generative AI and chatbots. 
· The policy reinforces the illegality of taking, making, viewing, and sharing intimate sexual images (nudes or semi-nudes) of children, emphasizing this applies regardless of whether the imagery is real or AI-generated. 
· It highlights the serious issue of creating artificial videos, images, or deepfakes, specifically warning that making indecent images of other children via nudifying apps constitutes child sexual abuse material (CSAM). 
Implementation Instructions
· Please edit, complete, or remove any highlighted sections in yellow before sharing the document. 
· You may add your school name and logo, but please do not try to remove the LGfL branding or links. 
· Think about the specific online incidents that took place in your school over the past twelve months and ensure they are covered - do not be afraid to add new points. 
· Take the time to discuss each section with students rather than just asking them to sign it. 
· Use the document rollout to provide valuable learning opportunities and gain insight into students’ online lives. 
· Be aware that this document covers sensitive issues, including mentions of pornography and self-harm. 
· Remember that classroom discussions may lead to disclosures, which must be handled in line with school safeguarding procedures. 
· Ensure you discuss what or who a trusted adult is and remind students that their trusted adults can change over time. 
Additional LGfL Resources
· If you need a simpler version of the AUP (for example, for KS1, KS2, or a symbolised version for learners with SEND), you can find these at safepolicies.lgfl.net. 
· You can display the AUP on a classroom wall alongside online safeguarding posters available at safeposters.lgfl.net. 
· Teachers may find LGfL’s SafeSkills Online Safety Quiz and diagnostic teaching tool (available at safeskillsinfo.lgfl.net) useful to capture and assess pupil resilience and digital competence. 
Acceptable Use Policy (AUP): Student Agreement
Why do we have this policy? We use technology to learn, create, and have fun. These rules are here to keep everyone safe. School devices and internet networks are monitored by staff to protect you. By logging in or using school systems, you agree to follow these rules.
My Behaviour
· I will treat people online with the same respect I use face-to-face.
· I will not use any technology to bully, harass, threaten, or make fun of anyone.
· I will use the technology provided to me safely and legally.
· I will not use my mobile phone in line with the school's phone-free policy.
· I will not wear smart wearable technology in school e.g. smart glasses without prior consent from [ add role ]
· I will never take secret photos, recordings, or videos of staff or students.
· I will only use apps, sites, and games that are appropriate for my age and for school.
· I will not try to bypass school filtering or security in any way or access any hacking files or tools.
· I understand that the school can track my activity whenever I am on any school device or system, including when I am at home. This means they may be able to access my emails, work on applications or see what websites I visited.
· I will not use a mobile hotspot to provide internet to any device I or others use in school.
My Data & Sharing
· I will keep my passwords secret and never log in as someone else.
· I will not share personal information (like my location or address) online.
· I will check facts before sharing news to avoid spreading misinformation, fake news, or conspiracy theories.
· I will not post, download, or share material that is offensive, harmful, or illegal.
· I know it is illegal to create or share nudes and semi-nudes of anyone under 18, including deepfakes or AI-generated images.
· Livestreaming can be fun, but I always check my privacy settings and know who can see what and when. If I livestream, my parents/carers know about it.
· If I am not expecting to receive a file or link from someone, or it looks strange to me, I will double check with the person it is from (in a new message, not by clicking reply) before clicking.
Artificial Intelligence (AI)
· I will only use school-approved AI platforms for my learning.
· I will be honest and credit the AI if I use it to help with my work; I will not use it to cheat.
· I will never use AI tools to create harmful, fake, or inappropriate content.
· I will verify AI outputs, as I know there can be incorrect or biased information provided - this includes the AI overview within search engines.
Getting Help
· I will talk to a trusted adult immediately if I see something online that upsets or worries me, or someone else I know.
· I will speak to a teacher before trusting personal advice from an AI chatbot.
· I will be honest if I am struggling to put my devices down and need help managing my screen time.
· I might be contacted online on [ insert systems here approved systems for school comms ] by [ insert relevant staff, e.g. my class teachers, form tutor, etc ] and only about my learning, wellbeing or behaviour. If I am contacted by someone else or these staff ask me to use a different app to chat, I will tell another teacher. [ insert here if a particular member of staff, remember alternatives in case they are the one behaving inappropriately. Note that KCSIE suggests making the above clear ]
· I know who my trusted adults are at school, home and elsewhere, but I can also get in touch with Childline, (0800 1111),  The Mix, or The Samaritans. [ Add your internal support mechanisms here ]


Agreement I have read and understood these rules. 
Student Name: _______________________ 
Signature: __________________________ Date: _____________________________
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