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Generative AI Quality Assurance Template
Under Keeping Children Safe in Education (KCSIE), schools have a duty to protect learners from online harms. Generative AI tools introduce distinctive risks in areas such as data protection, cyber security, cognitive development, mental health, emotional dependency and safeguarding. To assist school leaders, LGfL has developed this quality assurance proforma. This template is mapped against the Department for Education (DfE) Generative AI Product Safety Standards to help schools evaluate and evidence the safety of AI tools before they are deployed.
By completing this form, schools establish a clear audit trail of their decisions. 
1. Tool Profile and Intended Educational Use
	Tool / Product Name
	

	Assessed By 
(Name & Role)
	

	Date of Assessment
	

	Target Demographic & SEND
	[Pupils and/or staff, specify target age of learners, SEND status suitability, and any age restrictions]

	DfE Educational Use Cases
(Indicate all that apply)
	☐ Content creation and delivery (lesson plans, presentations, resources)
☐ Personalised learning and accessibility (custom pathways, adaptive content)
☐ Assessment and analytics (marking aid, feedback, performance analytics)
☐ Digital assistant (conversational agents, tutors, chatbots)
☐ Research and writing aid (summaries, citation, and ideas support)
☐ Learner engagement and interaction (collaborative projects, active learning)
☐ Administrative and management (report generation, policy compliance tools)
☐ Other (Please specify: ____________________________)



2. DfE Product Safety Standards - Quality Assurance Checklist
Review supplier documentation carefully (e.g., terms of service, privacy policies, safety SLAs) and record the school's local actions to satisfy each standard. Be aware of using any free tools, and of overexaggerated claims or lack of independent verification/review of any tools.
	DfE Standard Area
	Supplier Evidence Reviewed
	School Verification & Local Controls Required
	Status
(Met / N/A)

	A. Safe Systems: Filtering & Monitoring (Learner-Facing Tools)
	
	
	

	1. Core & Multimodal Filtering
• Product reliably filters out illegal, harmful, or inappropriate content.
• Content moderation works across multimodal formats (text, image, audio, codes, languages).
• Moderation is contextually aware to prevent simple bypasses.
	Confirm if terms or SLA guarantees built-in, context-sensitive filtering. Any limitations? 
	How will you integrate with your school filtering platform (e.g. LGfL’s SchoolProtect and HomeProtect)
	☐ Met
☐ Part
☐ Not Met

	2. BYOD & Device Compliance
• Moderation is fully maintained across all school accounts regardless of the device used, including school-issued and BYOD.
	Verify that the supplier ensures school accounts apply security policies at the user level, not just the network/IP level.
	Test the tool on the school network using non-school devices to verify filtering is maintained, and school owned devices offsite.
	☐ Met
☐ Part
☐ Not Met

	IF PUPILS USING PRODUCT:
3. Activity Logging & Alerts
• System maintains robust activity logging (of prompts and responses).
• Automatically alerts DSL when harmful/inappropriate content is requested.
• Displays real-time age-appropriate alerts to users when blocked.
	Confirm that the supplier provides teacher/DSL dashboard with real-time logging, usage metrics, and automated alert flags.
	Map local alerts to internal systems (e.g., LGfL Senso monitoring) to track patterns of worrying searches.
	☐ Met
☐ Part
☐ Not Met

	IF PUPILS USING PRODUCT:
4. Direct DSL Integration
• Product requires input of DSL contact details during setup.
• Sends high-risk alerts to the DSL within an agreed timescale.


	Check if the software has dedicated input fields for DSL details and triggers direct alerts (email/SMS) for high-risk concerns.
	Confirm that school DSL's current contact info is successfully configured and high-risk notifications are tested.
	☐ Met
☐ Part
☐ Not Met

	B. Security, Privacy & Governance (All Tools)
	
	
	

	5. Security, Patching & MFA
• Protects against jailbreaking and unauthorised modification of core functionalities.
• Regular, automated software patches.
• Supports MFA for accounts handling personal/sensitive data.
• Role-based permission controls.
	Confirm supplier holds cybersecurity certifications, applies prompt patches, and supports MFA.
	Ensure administrator-defined permissions restrict student access to administrative or unmoderated models.
	☐ Met
☐ Part
☐ Not Met

	6. Privacy & DPIA Compliance
• Clear, age-appropriate privacy notice.
• Supplier conducts and shares their DPIA.
• Explicit commitment: student/personal data is NOT used for commercial purposes or model training/fine-tuning.
	Ensure privacy policy explicitly prohibits harvesting pupil data for developer model training. Ensure UK-GDPR compliance.
	Complete and attach the school's Data Protection Impact Assessment (DPIA) prior to deployment.
	☐ Met
☐ Part
☐ Not Met

	7. Intellectual Property & Copyright
• System does not collect, store, or share IP created by pupils or teachers for commercial training or fine-tuning without explicit consent.
	Check terms to ensure pupil essays, art, and teacher resources remain the property of the school/owner.
	Inform staff and pupils of copyright policies; ensure parental consent is secured for students under 18 prior to use.
	☐ Met
☐ Part
☐ Not Met

	8. Governance & Complaints
• Product carries an independent risk assessment.
• Clear and accessible complaints mechanism to escalate safety/data issues quickly.
	Verify that the developer provides a clear support channel, reporting procedure, and a formal safety escalation protocol.
	Incorporate the tool's usage into the school's wider complaints and online safety policies, ensuring clear pathways for staff.
	☐ Met
☐ Part
☐ Not Met

	C. Learner Wellbeing & Development
	
	
	

	IF PUPILS USING PRODUCT:
9. Cognitive Development & Offloading
• Product avoids providing complete answers or final solutions by default.
• Employs 'progressive disclosure' (hints/scaffolds) and prompts user first.
• Tracks and reports cognitive offloading (detecting copy-pasting, button clicks, autocomplete).
	Verify that the pedagogical model uses scaffolded guidance. Which pedagogical experts have been involved in developing the product?
	Deliver student training on the dangers of cognitive deskilling. 
	☐ Met
☐ Part
☐ Not Met

	IF PUPILS USING PRODUCT:
10. Emotional & Social Development
• No anthropomorphising: system avoids I-statements ('I think') and human avatars/names (unless task-bounded roleplay).
• Reminds users that AI cannot replace human relationships.
• Enforces default time limits and hard session limits.
	Confirm product uses function-based phrasing (e.g. 'this system generates...') and has hard session time boundaries built in.
	Set usage limits for pupils and promote offline activities as well as those online.
	☐ Met
☐ Part
☐ Not Met

	IF PUPILS USING PRODUCT:
11. Mental Health Support & Distress Detection
• Detects distress cues (self-harm, crisis, negative emotional patterns, night spikes, isolation phrases).
• Follows tiered response (soft signposting, DSL alerting) using safe, non-validating and non-pathologising language.
	Ensure the supplier maintains and publishes a mental health crisis protocol and employs clinical child experts in design.
	Ensure school reporting of mental health alerts is effective, and train staff on AI safety as well as signs and indicators of mental ill-health.
	☐ Met
☐ Part
☐ Not Met

	IF PUPILS USING PRODUCT:
12. Anti-Manipulation & Exploitation
• Avoids persuasive tactics (sycophancy, flattery, peer pressure, guilt, fear, real-world reward promises).
• Does not exploit users for engagement loops or commercial upsells (dark patterns).
	Ensure terms of service and software interface are free of commercial advertisements, in-app purchases, or manipulative layout features.
	Observe student-product interactions during a trial phase to monitor for sycophantic behavior or engagement traps.
	☐ Met
☐ Part
☐ Not Met




3. Tool Risk Assessment & Mitigation Log
Identify and list any identified risks associated with the implementation of this tool in your school. Calculate the inherent risk using the LGfL Safeguarding Risk Matrix (below), document specific local controls, and determine the remaining residual risk. Two examples have been provided to guide your assessment.
	Likelihood of Harm
	Negligible (1)
	Minor (2)
	Moderate (3)
	Major (4)
	Critical (5)

	Almost Certain (5)
	Medium (5)
	High (10)
	High (15)
	Critical (20)
	Critical (25)

	Likely (4)
	Medium (4)
	Medium (8)
	High (12)
	Critical (16)
	Critical (20)

	Possible (3)
	Low (3)
	Medium (6)
	Medium (9)
	High (12)
	High (15)

	Unlikely (2)
	Low (2)
	Low (4)
	Medium (6)
	Medium (8)
	High (10)

	Rare (1)
	Low (1)
	Low (2)
	Low (3)
	Medium (4)
	Medium (5)



	Identified Risk / Hazard
	Inherent
Risk
	Localized Mitigation Measures
(Technical, Operational, and Policy)
	Residual
Risk
	Action
Owner

	Example 1: Excessive Cognitive Offloading
Pupils copy-pasting complete assignments or using auto-complete features to bypass independent writing, causing cognitive deskilling.
	Medium
(Score: 9)
	· Configure tool settings to restrict output lengths.
· Deliver pupil briefing on cognitive offloading.
· Teachers cross-reference work via regular offline verbal checks.
· • Enable teacher dashboard tracking of copy-paste alerts.
	Low
(Score: 3)
	Subject
Teacher /
IT Lead

	Example 2: Input of Personally Identifiable Information (PII)
Teachers or pupils entering sensitive personal data (e.g., student names, SEND records) into prompts, violating UK GDPR.
	High
(Score: 12)
	· Execute staff CPD emphasising prohibition of entering PII.
· Set administrative rules blocking file uploads containing PII.
· • Ensure tool terms explicitly block PII training.
	Low
(Score: 4)
	DSL /
Data
Protection
Officer

	[Identify local risk, e.g. student trying to bypass filtering/jailbreak tool] [25]
	[Rate]
	· [Describe technical controls]
· [Describe operational controls, e.g., supervision, staff CPD, AI literacy]
· • [Describe policy controls]
	[Rate]
	[Role]



4. Approval Sign-Off and Evidence Log
Maintain this document as evidence of your decision-making process.

	
	Reviewed and Decision Agreed

	Data Protection Officer
	☐

	Safeguarding Lead
	☐

	Technical Lead
	☐


If colleagues do not agree, please discuss further and amend the risk assessment and mitigation log (section 3) until all parties can agree.

	Information Asset Register
	Updated ☐

	Risk Register
	Updated (if required) ☐

	Record of Processing Activities
	Updated, or no update required ☐



	Approver Name: _____________________________________
Signature: _____________________________________
Date: ________________________

Decision:
☐ Approved for use
☐ Not Approved for use

If approved, who can use? ________________________

Next review Date? ________________________
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